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Lucy Frew, a Partner in the Regulatory & Risk Advisory Group, Walkers, shares her thoughts with 
Practical Law subscribers on topical regulatory developments concerning the FinTech sector. In 
her column for October 2022, Lucy considers decentralised autonomous organisations (DAOs) 
and whether decentralisation can survive regulation, including in the light of publications earlier 
this month by the Financial Stability Board (FSB) and others.

For Lucy’s previous FinTech columns, see Practice note, Lucy Frew’s FinTech columns

Decentralised autonomous 
organisations from a legal 
structure, regulatory and risk 
perspective
Decentralised autonomous organisations (DAOs) are 
a new form of online, decentralised organisation that 
have shown massive growth over the past two years. 
There are now over 10,000 DAOs and many billions of 
cryptoassets currently held in DAO treasuries. They are 
increasingly important in the context of crypto-token 
networks and many DAOs hold assets of significant 
value, but their legal and regulatory status is unclear.

Indeed, many uncertainties exist around DAOs, 
including:

• What is a DAO from a legal perspective? Is it, or 
should it be, regarded as a legal entity such as a 
company or partnership or another new type of legal 
entity altogether?

• Should a DAO have a separate legal personality? How 
can contracts or other liabilities be enforced against it 
in practice, and in which jurisdiction?

• How decentralised does a DAO have to be?

• Who is liable if something goes wrong? Does liability 
rest with the members, founders, developers or the 
DAO?

• How do money laundering, reporting and other 
regulatory concepts apply to DAOs and who is liable 
for taxes?

DAOs represent a potentially revolutionary new way 
of doing business, with an ethos of transparency 
and democracy. Their growth has evidently attracted 

the attention of policy makers, regulators and the 
mainstream financial sector, whose reactions will shape 
the evolution of DAOs. In the UK, the Law Commission 
has initiated a 15-month scoping study, which will seek 
to address some of the above questions.

Structure
DAOs do not have a traditional legal structure. Rather, a 
DAO is generally set up by individual members coming 
together, with the aim of raising money and carrying 
out projects in the crypto or real world and agreeing on 
the rules of the DAO. These rules are then recorded in 
smart contracts, created by coding, typically based on 
a decentralised protocol such as Ethereum. The smart 
contracts will autonomously execute the process of the 
DAO’s governance and/or its commercial activities to the 
extent they are programmed to do so (upon the triggering 
of specific coded preconditions). There is no need for 
lawyers to draft agreements or constitutional documents 
for the DAO, no need to register with corporate registrars 
and no need for banks to transfer funds.

Members can send cryptocurrency to a DAO’s 
treasury on the blockchain in exchange for tokens, 
often governance tokens (which carry voting rights). 
Governance tokens may also be distributed by way 
of airdrops or as rewards, for example to developers 
or others who contribute to the DAO. In addition to 
providing voting rights, governance tokens are often 
traded in the secondary market on centralised and 
decentralised exchanges. In many cases, the valuation 
of these tokens has skyrocketed due to demand. 
Although tokens are not equity interests, members aim 
to profit from an increase in the value of their tokens or 
through distributions of the DAO’s profits to members.
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DAO governance
There is no central body, such as a board of directors, 
responsible for the governance of the DAO. DAOs also 
have no employees, bank accounts or physical presence 
and are not connected to any specific jurisdiction. 
Rather, the network of smart contracts controls a large 
part of the activities and governance of the organisation, 
making management essentially self-executing. Where 
decision-making above the automated processes is 
required, for example if a member wishes to propose 
a change to the DAO’s purpose or rules, governance 
is conducted by voting. Changes to the rules will be 
implemented if approved by the members.

However, the degree of decentralisation varies from one 
DAO to another and may follow the path of the protocol 
development cycle, starting from a very centralised 
project at inception and software development phase 
and becoming increasingly decentralised as the DAO is 
deployed and shared with users.

Software developers and the venture capital investors 
financing the creation of the protocol may in some cases 
retain certain controls related to voting, either through 
having delegated votes or through the holding of a 
large proportion of governance token holdings. Some 
protocols have imposed minimum thresholds on what 
size holders can submit a proposal or for a vote to pass. 
As with some real-world democracies, voter apathy and 
lack of turnout can be a challenge. Community splits on 
contentious decisions can also occur, leading to forks 
and network splits.

DAOs are set up for a wide variety of purposes and 
projects may be real-world as well as online. However, 
many would question whether the form of automated 
governance central to the DAO ethos could successfully 
be used for complex real-world businesses.

Should DAOs be regarded as legal 
entities?
There is ongoing debate about whether a DAO should be 
regarded as a legal entity and, if so, what form. This is 
fundamentally important, in terms of considering how a 
DAO can enter into legal contracts and hold assets, how 
laws, regulation and taxation apply to a DAO, whether 
a DAO is liable under civil or criminal law and whether 
individual members in a DAO have personal unlimited 
liability. Also topical is the question of whether a 
DAO should be regarded as a general partnership 
or equivalent, such that its members are exposed to 
unlimited personal liability (and assertions that this is 
the case, as discussed further below). The question of 
whether a DAO is a legal entity has both upsides and 
downsides for DAOs, depending on the context in which 
the question arises.

In practice, regardless of theoretical debates about 
the legal status of DAOs, when it comes to contracting 
even with the more crypto-friendly elements of the 
mainstream financial sector, DAOs have needed some 
form of legal status. In addition, DAOs often need a way 
in which to legally hold assets and potentially open bank 
accounts.

For DAOs that seek legal status in their own right, 
certain US states recognise DAOs as legal entities by 
permitting them to register as types of limited liability 
company (LLC). However, DAOs may prefer not to have 
legal entity status themselves, seeing this at odds with 
their decentralised ethos, but instead to set up a legal 
entity with its own legal personality for the purposes 
of contracting and holding assets. Although the term 
“wrapper” is often used as shorthand for such entities, 
they are more accurately described as tools for the DAO, 
with the DAO not gaining any legal personality itself but 
simply conducting certain of its functions via the legal 
entity.

The regulatory landscape for 
decentralised finance
Decentralised finance (DeFi) protocols aim to replicate 
certain functions of the traditional financial system in 
a decentralised, autonomous way, enabling users to 
participate in various trading and other transactions. 
DeFi protocols often rely on decentralised governance 
arrangements marketed as DAOs. As these activities 
may be regulated, challenges arise for both regulators 
and industry, in terms of what and who should be 
regulated. A few jurisdictions have implemented 
regulatory frameworks for virtual assets service 
providers (VASPs), although not necessarily DeFi. 
However, regulators in most jurisdictions currently still 
have a technology-neutral approach, with the same 
rules applying to the same types of activities and risks.

This means that much time has been spent debating 
whether various types of token amount to a “security” 
(or a “commodity”, “financial instrument”, “specified 
investment” or similar depending on jurisdiction and 
regulator) and therefore falls within the traditional 
regulated financial services regime. Governance 
tokens have some characteristics of securities and their 
issuance, promotion or trading (which as mentioned 
above often takes place in the secondary market) may 
thus be considered non-compliant in some jurisdictions.

The challenges facing regulators
A key issue is that some of the characteristics of 
DeFi may be incompatible with existing regulatory 
frameworks, particularly given that the current 
framework is designed for a traditional financial system 
that has regulated entities with traditional governance 
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structures at its core. Certain aspects of regulation 
designed for the traditional financial sector may simply 
be impossible to comply with in a DeFi context, such 
as details of directors (or equivalent) and ownership, 
physical address, audited financial statements and 
more. Another issue is that activities falling outside the 
traditional regulated space in some jurisdictions raise 
risks that are left unaddressed by the existing rules. 
The Financial Stability Board (FSB), whose primary 
driver is to protect the stability of traditional financial 
sector, suggests a solution in its recent consultative 
report on the regulation, supervision and oversight of 
cryptoasset activities and markets. It recommends that 
effective regulatory and supervisory frameworks should 
be based on the principle of “same activity, same risk, 
same regulation”, which is also the approach taken 
by the EU in its proposed Regulation on Markets in 
Crypto-Assets (MiCA). However, the FSB does go on 
to rightly temper this message to refer to “equivalent 
regulation” or equivalent regulatory outcomes”, which 
“may require new guidance or regulation specific to 
crypto-assets to deliver equivalent outcomes”. This is 
crucially important to avoid stifling innovation, which 
could potentially benefit a wide variety of institutional 
and retail stakeholders.

Regulators’ aim should be to achieve regulatory 
objectives in a manner that is workable and addresses 
specific risks. According to a January 2022 report on 
DeFi by the Organisation for Economic Co-operation 
and Development (OECD), some of the regulatory 
tools applicable in centralised settings may need to be 
redesigned to make them interoperable and compatible 
with decentralised structures. The OECD also suggests 
that auditing of the code underlying the smart contracts 
by neutral external parties could help address the 
challenge that non-technical expert users are facing 
when they are required to trust the author of the smart 
contract on which their transactions are executed.

The FSB claimed in its proposed framework for the 
regulation of cryptoassets, published this month, 
that data gaps and shortcomings persist and make 
assessment of risk challenging. In fact, there is a wealth 
of reliable data available to regulators once there is 
clarity on what they want to see. Policy makers could 
benefit from actively playing a role towards establishing 
a co-operative environment among stakeholders. 
In terms of transaction recording, transactions are 
traceable and verifiable on the chain, although in a 
pseudonymous way. The OECD takes a less negative 
stance than the FSB, suggesting that supervisors could 
have access to all the data involved in the DeFi protocol 
given the transparent nature of blockchain-based 
finance (albeit in a pseudonymous way at the moment), 
while the protocol could incorporate automated 
provisions for regulatory compliance directly in the code 

of the smart contracts. DAOs or similar governance 
arrangements could produce reporting for regulatory 
compliance purposes. In a hypothetical future scenario, 
there could be technological means for supervisors to 
participate as nodes in the network and intervene at the 
smart contract level.

However, that hypothetical future scenario may 
realistically be some way off as it requires regulators to 
be willing and able to design and implement a novel 
regulatory framework. Funding and acquiring the 
necessary professional expertise for this may be very 
challenging. Meanwhile, it may be necessary to find 
ways to make existing regulatory frameworks work, 
which should involve collaboration between regulators 
and industry.

There is also a question of whether DeFi should 
be regulated within the financial sector regulatory 
framework at all. It has been argued that the DeFi 
applications and underlying protocol could be seen 
as a general-purpose information communications 
technology, similar to the internet. In this case, 
organisations that provide web-tools, applications, 
interfaces or other means to access the DeFi market 
might become subject to obligations and to the 
requirement to provide assurances to users.

The global push for regulation
At the moment it is very apparent that the global 
policymakers and financial regulatory bodies want 
DeFi to be regulated within the financial services 
framework for two key reasons. First, DeFi is growing 
rapidly and attracts an increasing number of retail 
investors, potentially exposing them to risks that 
financial regulation is designed to mitigate. According 
to the OECD, the provision of financial services on a 
decentralised basis in ways that do not comply with 
financial regulations expose retail and institutional 
members to risks including excess volatility, unregulated 
leverage and other forms of regulatory arbitrage, 
governance-related risks, market manipulation, risk of 
illicit finance or outright fraud. There are allegations 
that DAOs whose purpose is raising funds for crypto 
projects, are alleged to be little more than Ponzi 
schemes, creating risks especially for retail investors.

Second, there is increased interest and adoption 
of cryptoassets by institutional investors and other 
traditional financial service providers, leading to 
increased interconnections between the traditional 
finance services industry and the parallel DeFi system 
through intersection or convergence points, with 
stablecoins typically used as the bridge. Financial 
regulators want to see the whole picture. Regulatory co-
operation at cross-jurisdictional level will be important 
to mitigate risks.

https://www.fsb.org/2022/10/regulation-supervision-and-oversight-of-crypto-asset-activities-and-markets-consultative-report/
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https://www.fsb.org/wp-content/uploads/P111022-2.pdf
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Identification of responsibility
Identifying parties involved in DAOs that can be 
assessed or regulated may be challenging given that 
operating through a legal entity or having centralised 
governance body is contrary to the very essence of 
DeFi. Also, DAOs are not subject to national borders 
and token holders may be located across the globe. 
Enforcement is also difficult in the absence of an 
identified accountable entity. The need to identify 
those who are responsible is a key policy questions 
that remains to be overcome, not only for regulators 
but also for tax authorities, enforcement agencies and 
civil claimants. It is a live issue and a variety of different 
approaches are currently being proposed.

As I discuss in more detail below, these range from 
attempting to identify controllers of a DAO by looking to 
see who has de facto control, requiring the involvement 
of a regulated VASP, requiring DAOs to voluntarily 
nominate a central body (despite this being contrary 
to their ethos), holding all governance token holders 
responsible, or by placing the burden on gatekeepers.

Who should be responsible?
The view of the Financial Action Task Force (FATF), 
outlined in its guidance on virtual assets and VASPS, is 
that a DeFi application (that is, the software program) is 
not an appropriate regulatory target, but that “creators, 
owners and operators or some other persons who 
maintain control or sufficient influence” over assets or 
the protocol may be, even if control “is exercised through 
a smart contract or in some cases voting protocols”. 
The FSB notes that “almost all protocols claim to have 
‘decentralised governance’” but is sceptical about whether 
they genuinely do so. As I have already mentioned, 
however, decentralisation may well start from a 
centralised project at inception and software development 
phase but becomes increasingly decentralised as the DAO 
is deployed and shared with users.

Meanwhile, the FATF has stated that self-identifying 
as decentralised is not enough to escape regulation, 
although it does accept that there may be cases where 
it simply isn’t possible to identify anyone with control or 
sufficient influence. In these cases, the FATF suggests, 
countries may consider the option of requiring that 
a regulated entity be involved in a DeFi provider’s 
activities, presumably as some sort of chaperone or 
principal. FATF is of the view that individual governance 
token holders do not have responsibility for ensuring 
that a DeFi provider satisfies its anti-money laundering 
obligations (and presumably, by extension, other 
regulatory obligations) so long as the holder does 
not exercise control or sufficient influence over its 
activities undertaken as a business on behalf of others. 
In contrast, in September 2022 the US Commodity 

Futures Trading Commission recently asserted that 
“voting members” of the Ooki DAO are liable for its 
violations of the US Commodity Exchange Act and 
related regulations. Meanwhile, in an ongoing US class 
action claim filed in May by users of a DeFi platform, the 
plaintiffs allege that platform operator bZx DAO) is, as 
a general partnership, together with its members jointly 
and severally liable to the users of the protocol for their 
loss of $40 million allegedly resulting from a security 
breach. If accepted, an individual DAO member could 
be held personally liable notwithstanding having only a 
small holding acquired on exchange unless the DAO has 
set up a legal entity.

Alternatively, the OECD suggests in it January 2022 
report that there may be a need to “recentralise” DeFi 
to get some comfort, without necessarily completely 
undermining decentralisation. This would apparently 
involve identifying forms of centralisation that the OECD 
considers may exist in such networks: for example, 
holders of controlling shares of governance tokens; 
identified parties benefiting from the operation of DeFi 
services through profit sharing mechanisms or fees; or 
holders of admin keys. This might also require DeFis to 
identify a legal entity, which as I discuss above, DAOs 
may wish to do in any case. This approach appears to 
be similar to that of the FATF, but rather than requiring 
regulators to search for controllers might instead require 
DeFis to actively nominate some form of governing body 
upfront (which would certainly seem preferable from the 
perspective of regulators). It remains to be analysed how 
such structures would compare on a risk/return basis to 
fully decentralised applications.

Some argue for a gatekeeper approach, which involves 
regulating entry and exit points (referred to as “on-and-
off ramps”) to DeFi. This would render exchanges, wallet 
providers and other financial and non-financial service 
providers at the edges of DeFi the regulatory access 
point to the decentralised system, when fiat is converted 
to cryptoassets and vice-versa. This would primarily 
cover the first and last transactions at the entry and exit 
points of DeFi but would not necessarily leave all intra-
DeFi activity unsupervised, as many exchanges conduct 
market surveillance on activity and report suspicious 
activity. The gatekeeper approach could be a useful way 
to tax income from such activity and counter the tax 
evasion aspect of DeFi participation.

In addition, DeFi transactions are traceable 
and verifiable on the chain, in an anonymous or 
pseudonymous way, without recourse to the identity of 
the member. Regulated gatekeepers may be best placed 
to verify wallet holders’ identities and source of funds in 
order to mitigate risks of money laundering, terrorism 
financing, and other illicit use. The FATF similarly 
proposes to use the regulated sector to clamp down on 
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unregulated business, including by banning or refusing 
to license VASPs that allow transactions to or from 
unhosted wallets.

What steps at the FSB, OECD and EU 
taking?
The FSB is proposing nine high-level recommendations 
that seek to promote the consistency and 
comprehensiveness of regulatory, supervisory 
and oversight approaches to cryptoasset activities 
and markets, and to strengthen international co-
operation, co-ordination and information sharing. The 
recommendations apply to any type of cryptoasset 
activities and associated issuers, service providers 
that may pose risks to financial stability. They seek to 
complement a proposed update of a separate set of 
recommendations on global stablecoin arrangements 
that the FSB originally issued in October 2020. The 
consultations are open to comments until 15 December.

The results of an extensive survey of national regulatory 
approaches carried out by the FSB to inform its 
current proposals highlights the extensive challenges 
facing regulators. The most identified obstacles 
include activities conducted through DeFi protocols, 
“unidentifable entities”, “lack of authority or mandate, 
“cross-border co-operation” and “insufficient regulatory 
infrastructure”.

The FSB therefore recommends that regardless 
of whether cryptoasset activities are conducted in 
decentralised structures or other ways that frustrate the 
identification of a responsible entity or an issuer of the 
cryptoassets, authorities should adopt or have in place 
a regulatory approach that aims at adequate protection 
for all relevant parties, including consumers and 
investors, and aims at achieving the same regulatory 
outcome. Moreover, authorities should require that 
global stablecoin issuance be governed and operated 
by one or more identifiable and responsible legal 
entities or individuals. The governance structures and 
accountabilities should have a sound legal basis and 
be clear, transparent, and disclosed to users, investors, 
and other stakeholders. Authorities should require 
compliance with rules and regulations for effective 
governance irrespective of the structures of activities 
and technology used to conduct the cryptoasset 
activities.

In addition, as anticipated in my June 2022 column, 
the OECD has swiftly finalised its new reporting 
framework for cryptoasset reporting and amendments 
to the common reporting standard (CRS) following 
its March 2022 consultation. It looks much as 
expected and will require intermediaries that conduct 
exchange transactions of cryptoassets for or on behalf 

of customers (such as exchanges, brokers, dealers, 
market makers and others) to conduct due diligence 
and report details of owners and transactions. The 
existing CRS rules are to be amended to cover financial 
products that are related to underlying cryptoassets 
and to update the rules in the light of their operation 
over the last seven years.

Meanwhile, in the EU, it is anticipated that a final 
compromise text of MiCA will be adopted by the 
Parliament at first reading. MiCA is a ground-breaking 
piece of legislation, aimed at regulating the digital 
assets market. However, it requires businesses to be 
fully centralised and to satisfy traditional licensing 
and ongoing requirements in a traditional manner. 
MiCA will, broadly speaking, apply to any organisation 
offering digital assets-related services in the EU, and 
will obligate them to uphold certain practices and 
standards. There will be, however, several exceptions to 
this rule, including certain kinds of non-fungible tokens, 
decentralised protocols that can operate without an 
intermediary and crypto services offered to EU residents 
on the basis of their own exclusive initiative. MiCA is 
likely to come into full effect in 2024.

Generally speaking, there continues to be a lack of 
satisfactory solutions presented by the OECD and MiCA 
in respect of transactions between persons who self-
custody and transact largely without intermediaries, or 
for truly decentralised models.

Looking ahead
While some would argue for a novel form of regulation 
for decentralised business models, it is unrealistic to 
expect this at least in the short term. Meanwhile, as 
policymakers and regulators clearly wish to ensure 
that such businesses are captured within the existing 
financial regulatory regimes, this is likely to involve a 
combination of more responsibility for gatekeepers and 
the identification of legal entities or other accountable 
persons to satisfy regulatory requirements.

There is currently significant attention being paid to the 
legal and regulatory issues and risks around DAOs and 
DeFi and it is to be hoped that the results do not stifle 
progress as there are significant potential benefits as 
well as risks to be mitigated. Potential benefits include 
faster, cheaper, frictionless value transfer, automation of 
processes, increased transparency, integrity of record-
keeping and potential for interoperability. The fact that 
a fully decentralised model does away with the need for 
trusted centralised intermediaries reduces concentration 
of service providers, increases diversity and has potential 
systemic benefits. The absence of central point of failure 
or single attack point could enhance system resilience. 
This piece is written from a primarily financial sector 
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perspective but there are clear benefits of DAOs in other 
sectors including those that are social or non-profit 
DAOs. It is still too soon to know how mainstream the 
decentralised model will become but this is a fast-
moving area and very much worth watching.


